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Addressing the rising threats in
healthcare workplace violence with
advanced and innovative solutions




Driving optimal outcomes and
maximizing value

Achieving optimal outcomes in healthcare
workplace violence (WPV) prevention requires a
strategic and layered approach that balances
safety, efficiency and innovation. This white paper
focuses on advanced strategies that not only
mitigate risks, but also enhance care delivery.

By leveraging data-driven insights, cutting-edge
technologies, proactive prevention measures and
a layered approach, organizations can improve
safety and operational outcomes.

These strategies go beyond immediate mitigation;
they empower healthcare facilities to create long-
term value by building trust, improving staff well-
being and ensuring safer environments for all. The
goal is clear: deliver outcomes that matter while
fostering sustainable value.

Introduction

A previous white paper titled “Mapping the risks:
Population demographics and healthcare workplace
violence” (2025)1 explored root causes of WPV and
foundational security programs. It also reviewed
prevention strategies and recent regulatory updates.
This white paper builds on that by highlighting advanced
and innovative solutions for WPV prevention.

WPV incident trends

U.S. crime rates and WPV trends in healthcare often
reflect broader demographic patterns. Studies234
show that most physical WPV perpetrators are often
Caucasian males between the ages of 20 and 45. Verbal
assault perpetrators are often female, with incidents
typically occurring within the first four hours of
admission.

It's important to note that these observations reflect
data trends and not deterministic predictors. People of
all backgrounds can be involved in WPV. Furthermore,
underreporting is common, with only severe or injury-
causing events often documented.

Based on demographic forecasts and systemic pressures,
WPV is expected to remain significant over the next 20
years. However, a potential stabilization or decrease

may occur over a 30-40-year timeframe due to aging
demographics and improved healthcare policy and
mitigation strategies. Facilities should analyze internal
WPV data to develop tailored, data-informed prevention
strategies.
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Table 1. Typical healthcare WPV event demographics

Measure Highest risk

Perpetrator's age: 20-45 years

Perpetrator's ethnicity: Caucasian

Location of event: Emergency department

Time of event: 10a.m.-9 p.m.

Timeframe from admission: First four hours

Delay of care or treatment,
pain management,
communication issues,
behavioral health crisis and
substance use

Common triggers:

Security management plan and WPV

A Healthcare Security Management Plan is essential for
preventing WPV in healthcare settings by providing a framework
for risk assessment, prevention and response.

It identifies potential threats, such as patient or visitor
aggression and implements targeted prevention strategies like
enhanced security measures, controlled access and improved
facility design. Proactive measures, including employee training
on de-escalation techniques, regular drills and the use of
surveillance systems, further reduce risks.

The plan integrates safety measures into the broader
organizational culture, improving morale and patient outcomes.

Prevention strategy assessment

Before implementing prevention strategies, the healthcare
facility should assess their risks, administrative and physical
controls, and evaluate the maturity of their process. This should
include deciding if and where they have emerging, intermediate
or advanced practices in these areas.

Administrative leadership plays a key role in advancing
programming maturity. In resource-limited facilities, strategic
planning with clear milestones is critical.

Table 2. Program maturity levels with descriptions

Achieving the basics of the program, including
implementation of WPV:

* Policy -+ Committee -« Data collection

« Employee training (e.g., WPV and de-escalation)
Established programs that are transitioning from
reactive to proactive response. Facility is starting
to analyze and trend data, implement newer
technologies and design the environment to be
safer. Training includes not only didactic training,
but also hands-on drills or simulations.

Intermediate

Comprehensive, organizationwide WPV prevention
integrated into the culture, with continuous
evaluation and improvement. This includes
proactive and reactive implementation of industry
best practices and innovative solutions tailored to
their facility.

Advanced
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10 Advanced strategies
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Comprehensive risk assessments

Zero tolerance policies

Flagging at-risk patients

Behavioral emergency response teams

Threat assessment/ management teams

ER violence risk assessment and response teams
WPV event data analysis

WPV event support programs

. Communication/ marketing campaigns

10. Technology

1 Comprehensive risk assessments

According to the International Association for Healthcare
Security and Safety (IAHSS),5 The Joint Commission (TJC),®
Occupational Safety and Health Administration (OSHA)7
and several states’ legislation, security risk assessments
are foundational elements of a comprehensive healthcare
security program. Conducting annual assessments helps
identify and mitigate risks, ensuring safety for both staff
and patients. There are several essential types of risk
assessments that healthcare facilities should complete on
a routine basis. While each risk assessment serves a unique
purpose, they often intersect.

* Security risk assessment: Focuses on identifying potential
internal and external threats to facility safety, such as
unauthorized access or security breaches.

« WPV prevention assessment: Evaluates potential risks and
vulnerabilities related to WPV, aiming to develop effective
strategies for prevention and response.

+ Job hazard analysis: Examines specific tasks and roles
to identify any hazards associated with routine duties,
including risks related to patient handling or exposure to
aggressive behavior.

+ Crime prevention through environmental design (CPTED):
Assesses the physical layout and design of the facility to
reduce opportunities for crime, such as through controlled
entry points, lighting and visibility.

+ Infant and pediatric risk assessment Identifies risk specific
to this population specifically for abduction events.

+ Disaster preparedness assessment: Reviews readiness for
disasters for natural, technological and human disasters.

/N
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Risk assessments should use a mix-
methods approach for gathering data.

The security risk assessment should address the different
types of WPV risks that the facility experiences. The risk
assessment should include a list of all potential incidents,
which are then evaluated by probability (number of
incidents in the past 12 to 24 months), human impact,
property impact and business impact. Each incident
should then be assessed for mitigation efforts to include
preparedness as well as internal and external response
efforts. An advanced effort to this will include assessing
these further, again using quantitative efforts.

Advanced risk assessment:

Preparedness

»  Policies in place (Y/N)

+  Employee training > 85% (Y/N)

+  Staff awareness of policies and their roles (Y/N)
«  Drills completed within past 12 months (Y/N)
Internal response

+  Technologies in place and working (Y/N)

»  Supplies and PPE available (Y/N)

. Response effective and timely (Y/N)
External response

«  Discussed risks with first responders (Y/N)

. Discussed response actions (Y/N)

»  Resources and time reasonable (Y/N)

Additionally, advanced risk assessments typically include
an analysis of specific areas that would increase violence
within the community, such as:

+ External population demographics (age, gender, ethnicity,
houseless and unemployed)

+ Types of local businesses (convention centers, schools,
banks, churches, military bases, liquor stores, etc.)

* Local crime analysis on violence such as murders and
assaults (verbal, physical, sexual and domestic)

Addressing the rising threats in healthcare



2 Impacts of “zero tolerance” policies

Adopting a “zero tolerance” policy for WPV in healthcare presents both advantages and potential challenges. We explored
the benefits and drawbacks that come with this approach.

Alternative phrasing for “zero tolerance”

Healthcare facilities may want to consider some alternative Considerations:
ways to express “zero tolerance to healthcare workplace

violence” while conveying a firm stance While a “zero tolerance stance” can be beneficial

by enhancing safety, encouraging reporting and
demonstrating a commitment to staff well-being, it
requires thoughtful implementation to avoid issues
like rigidity, underreporting and misalignment with
patient-centered care values.

Leaders may consider alternatives that maintain a strong
position against WPV while also emphasizing safety,
respect and proactive prevention.

Examples include:

Healthcare facilities might benefit from adopting
a nuanced approach to “zero tolerance” by
considering each incident’s context and maintaining

+ “Commitment to a violence-free workplace”

+ “Dedicated to a safe and respectful workplace”

+ “Unwavering stance against workplace violence”

“Ensuring a safe and violence-free environment”

“Commitment to protecting employees from

flexibility. This approach can allow healthcare
organizations to uphold staff safety while also
prioritizing patient care and understanding,

creating a balanced environment for both

H ”
workplace violence employees and patients.

+ “Providing a healing and safe environment for all”
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3 Flagging at-risk patients

Flagging at-risk patients for potential violence is a
proactive measure designed to ensure the safety of both
healthcare professionals and other patients. This process
involves identifying individuals—patients or even their
family members or friends—who may present a risk of
aggressive behavior. By recognizing warning signs early,
healthcare providers can prepare themselves to manage
these interactions safely and compassionately. Flags serve
as a critical communication tool, allowing all members of
the healthcare team to be aware of any potential risks and
to take appropriate precautions. Adding a new flag to a
patient’s record should be based on current observable
behaviors or credible incidents of violence or threats. This
can include aggressive language, threatening gestures or
actual physical violence. Importantly, the decision to flag
someone should be backed by clear protocols involving

a threat management team, which typically consists of
professionals from security, risk management, legal and
clinical backgrounds. This multidisciplinary approach helps
to ensure that the decision is objective and fair. The goal
is to protect staff without compromising the quality of
care for the patient in question. It’s vital that flags aren’t
punitive, but rather an essential part of managing risk in a
healthcare environment.

Example 1: Medical record flags

In 2022, a healthcare system in Philadelphia launched their
revision of Epic EHR to highlight on the left-hand toolbar
a patient flag and the patients’ violent risk score. The
risk score is color coded (red, yellow or green) based on
their risk to bring added attention. In addition, they used
the Aggression and Violence Assessment Tool (AVAT)
assessment, which is a proactive and evidence-based
tool that standardizes the assessment. Level 1 indicates
that the risk is only for the current admission and Level
2 continues for the next admission until the risk is
downgraded or removed.

Example 2: Detailing the trigger for WPV

Another large U.S. healthcare system not only includes the
flag, but they have taken one step further to add the “why”
or the root cause of the WPV event. The documentation
and tracking of this provides healthcare facilities the
opportunity to trend incidents and implement mitigation
solutions that are specific to their patient population. An
example of this documentation is provided below, which
includes common triggers:
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What was the root cause of the WPV

event?

O
O
m]
O
]
m]

Individual wanted to stay
Individual wanted to leave
Communication issues
Pain management
Disagree with treatment

Other:

Addressing the rising threats in healthcare



4 Behavioral emergency response teams

Behavioral Emergency Response Teams (BERTS) are specialized teams in healthcare settings designed to respond quickly
to incidents involving patients or family members experiencing a behavioral crisis. These teams are effective in managing
situations where there’s a risk of violence or aggressive behavior. They make sure both healthcare professionals and
individuals are safe. BERTs are often activated when traditional de-escalation methods are insufficient, providing additional
expertise and support to manage challenging behaviors in a compassionate and controlled manner.

Past studies234 indicate that up to 90% of violent events occur within the Emergency Department (ED) due to acute
healthcare situations, elevated pain levels, high stress and limited ability to form a bond with the patient or family. Given
these unique challenges, BERTs play a critical role in managing behavioral crises among patients or their accompanying
family members or friends in the ED. In the ED, BERTs help stabilize crises by offering specialized crisis management
support, allowing emergency staff to focus on providing medical care. These high-stress environments can lead to rapid
escalation of behavioral crises, posing risks to both staff and patients. BERT interventions are designed to defuse these
situations, maintain safety and ensure that individuals receive the behavioral health support they need.

BERTs are also equipped to handle situations involving family members or friends who may be in a behavioral crisis
themselves. Whether due to the stress of a medical condition or their own mental health struggles, family members can
sometimes become agitated or aggressive. BERTs provide a structured approach to these situations, using de-escalation
techniques to prevent potential violence and ensure a safe environment for everyone involved.

The implementation of BERTs highlights the importance of a proactive and multidisciplinary or layered approach in
managing behavioral crises. By offering a rapid, specialized response beyond the patients’ nurse to help create a safer

5 Threat assessment and management teams

A healthcare threat assessment team (or threat
management team) is a multidisciplinary group within

a healthcare organization responsible for identifying,
assessing, managing and mitigating potential threats or
risks to the safety and security of the organization, its
staff, patients and visitors. These teams focus on proactive
strategies to prevent violence, manage disruptive behaviors
and address safety concerns, whether internal or external.

The purpose of the threat assessment or management
teamis to:

¢ Identify threats: Recognize potential risks, such as
behavioral warning signs, threats of violence or unsafe
situations that could lead to harm within the healthcare
environment.

e Assess risks: Evaluate the seriousness and credibility
of threats. This can include analyzing situational
contexts, social media feeds, access or environmental
vulnerabilities.

¢ Develop intervention strategies: Create tailored plans
to mitigate risks. This can involve direct intervention,
support for individuals in crisis or coordination with law
enforcement or mental health professionals.

Having a healthcare threat assessment or management
team offers numerous benefits. These teams play a vital role
in proactively preventing violence by recognizing warning
signs early and intervening before situations escalate. They
also improve crisis management by ensuring a coordinated
response, such as a threat from an active shooter or an
aggressive patient.
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Team members typically include security professionals,
behavioral health specialists, human resources
representatives, legal advisors, clinical staff and
administrators. Together, they provide a comprehensive
approach to risk management, ensuring a safer and more
secure healthcare environment.
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6 ED violence risk assessment and response team

Verbal assaults are frequent in ED waiting rooms, often due
to extended wait times, high stress and the unpredictable
nature of emergencies, which can intensify patient
behavior.8 Addressing this requires a comprehensive
violence risk assessment to identify patients who

may pose a risk to staff, other patients or themselves.
Effective assessment tools allow healthcare providers

to anticipate issues and take proactive measures before
situations escalate.

A rapid triage process for behavioral or violent risks is
crucial in managing ED patients effectively. Conducting

a thorough behavioral risk assessment during triage,
using structured screening tools, direct observation

and patient interviews, enables early identification of
agitation, aggression or behavioral health concerns. Risk
factors, including a history of violence, current stressors,
substance use or psychiatric conditions, are considered.
By incorporating behavioral health screening into the
initial triage process, healthcare teams can quickly identify
at-risk patients and allocate resources accordingly. Early
identification ensures that support services, such as the
BERT, are activated when necessary.

For patients flagged as high-risk for violence, expedited
medical treatment reduces their time in the ED, lowering
the potential for WPV incidents.9 Since violence risk is
highest within the first four hours in the U.S., minimizing
ED time can significantly reduce WPV.

An effective behavioral risk assessment helps categorize
patients by risk level, guiding care teams in appropriate
observation and intervention. High-risk patients can be
placed in safer designated areas, and specific de-escalation
techniques can be applied. Regular reassessment is
essential, as patient behavior and risk levels may change
rapidly in the ED.

Implementing a rapid treatment team, similar to stroke or
cardiac response teams, enables faster medical care and
interventions, enhancing communication and teamwork.
This approach reduces the need for sedatives or restraints,
which can extend patient stays.

A coordinated approach protects staff and patients,
increases care efficiency and leads to improved patient
outcomes. Rapid responses to behavioral concerns promote
a safer ED environment, supporting high-quality care.

Figure 1. APVART assessment form developed by Kemper-Kelly (2024)

Aggression & Physical Violence Assessment )

for Rapid Treatment (APVART) Triage Date: ___/ L

Initiate rapid treatment if score >2 Triage Time: a.m./ p.m.
Age: Gender: M/ F

If the score is >2 during any assessment period, initiate rapid treatment.
Absence of behavior gives a score of 0. Presence of observed behavior gives a score of 1. Add the scores.
Scoring legend: Sum of 0 = low risk; 1 = moderate risk; >2 = high risk.

[ ] Patient is/ has: Score
. Male between 20 to 45 years old

. Suicidal ideation or risk of self-harm

Known mental illness

Under the influence of drugs or alcohol

Confused, cognitive impairment, delirium, dementia
. Irritable, agitated, impulsive

. Paranoid, suspicious

. Boisterous

9. Mumbling, staring, glaring, avoiding eye contact

10. Shouting, demanding, verbal threats

11. Attacking objects

12. Expected to wait to see MD greater than 20 minutes

©®NO oA wN

TRIAGE

TOTAL SCORE

Patient currently is: 0-1hr. 1-2hr. 2-3hr. 3-5hr.
Male between 20 to 45 years old

Suicidal ideation or risk of self-harm

Known mental illness

Under the influence of drugs or alcohol

Confused, cognitive impairment, delirium, dementia
Irritable, agitated, impulsive

Paranoid, suspicious

Boisterous

Mumbling, staring, glaring, avoiding eye contact
Pacing

Shouting, demanding, verbal threats

Displays physical violence

Attacking objects

Threatening to leave/ Refuse to leave

PATIENT CARE

TOTAL SCORE

If the total score is >2 OR the patient became violent, please fill out below.

Rapid treatment initiated? [ Yes [ No, due to legal hold [] No, reason:
Before discharge, did the patient become violent during the visit? [] Yes [] No
Violent Type: [] Verbal [] Physical [] Both
=Event location: [[] Waiting room [] Room [] Other:
=>Event date/ time of onset:

/ !/ @ a.m./p.m.

Adapted from the Aggression Violence Assessment Risk Tool (AVART). © 2023, Healthcare Public Safety & Security Consultant, LLC
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Triage violence assessment

Rapid treatment for
high-risk patients

Treatment and discharge

in less than 4 hours
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7 WPV event data analysis

Tracking WPV events systematically is essential for
understanding the frequency, severity and potential
causes of these incidents. By gathering accurate event
data, healthcare organizations can identify risk factors,
implement preventive measures and provide targeted
training to reduce the likelihood of future occurrences.

Using data in percentages, with denominators such as
patient days or ED encounters, is particularly important
when analyzing WPV trends. Raw numbers alone may not
provide the necessary occurrence context, as they fail to
account for variations in patient volume or other factors
that can influence violent events.

Advanced analysis of WPV events uses calculating
percentages relative to patient activity to allow for a more
standardized comparison over time or between different
units within a facility. For instance, comparing incidents per
1,000 patient days can reveal whether a spike in violence is
due to an increase in patient volume or an escalation in risk
factors, providing actionable insights for decision makers.

It is also important to track data before, during and after
an event. This includes why the event got worse, who
responded and what happened to stop another event.

Figure 2. WPV dashboard developed by Vizient

WPV Events / 1000 Pt Days WPV Level Events by Type Events by Staff
40.00 N e— % Events/ Pt Day e= e= = ® Pt Days 100% 88%
\\
20.00 D
11. 0%
0% 0% 0% I S % 0%
0.00 2.86 000,00 0.000.00 0:00 0. 00 0.00 -
Jan Feb Mar Apr May Jun Jul Aug Sep Oct Nov Dec Typel Type2 Type3 Type4 Verbal  Physical ~ Both RN Tech LIP/MD Other

Events by Hour Events by Shift
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I 21%

Events by Location

36
ER
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0
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700 900 1100 1300 1500 1700 1900 2100 2300 100 300 500 Day Swing Night Med/ Surg ICU MBCU Public Other
Events With Injury Injury Severity Perpetrator Age Group Events During Pt. Watch
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No Injury Injury Unknown N/A None Minor Moderate Significant 0-18 19-29 30-39 40-49 50-59 60+
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N Yes - No Action  Yes - Arrested No Patient  Visitor Employee Other
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8 WPV event support programs

Fostering a culture of safety in the context of WPV requires ongoing support for victims and a clear, structured follow-up
process. Healthcare facilities should establish a formalized procedure that includes checklists to guide departments and
individuals after an incident. This process should involve not only immediate follow-up, but also scheduled check-ins at
extended intervals, such as two weeks, 30 days, 60 days and 90 days, to ensure comprehensive support over time.

When a WPV incident occurs, prompt notification should be sent to the employee’s supervisor or manager to address
information gaps and develop appropriate action plans. As an example, a facility in New Mexico programmed their incident
reporting system to trigger a text message to defined individuals to promptly notify them of an incident report. Defined
roles should also be assigned to key personnel, including the risk manager, human resources and injury coordinator, security
and a member of senior leadership—to ensure that all aspects of employee well-being are covered. Effective communication
and regular updates between these individuals are crucial to maintaining a unified approach.

The follow-up process should include both practical support, such as helping with administrative tasks, and emotional
support, such as providing counseling resources. By using formal procedures and checklists, the team can systematically
track and document follow-up activities, assess the effectiveness of interventions and make improvements where needed.
This approach not only reinforces a culture of safety, but also ensures that employees affected by violence feel genuinely
supported, that their concerns are addressed and that all necessary actions are thoroughly completed.

Figure 3. WPV Task Checklists and flowchart developed by Vizient

WPV event Incident report
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9 Communication and marketing campaigns

Effective internal and external communication and
marketing campaigns are crucial for addressing healthcare
WPV and cultivating a culture of safety. Healthcare

organizations face specific communication challenges, such

as underreporting incidents or a lack of awareness about
WPV prevention measures which can contribute to an
increased risk of violence. Communication and marketing
campaigns are essential in overcoming these barriers by
creating a supportive culture where safety concerns are
addressed openly and proactively. By creating consistent,
transparent and engaging messaging, healthcare
organizations can foster an environment where safety

is prioritized and embraced by all staff members. These
campaigns ensure that everyone—from frontline staff
to patients, and the broader community—understands
the importance of safety initiatives and their role in
contributing to a safe environment.

Sharing dashboards internally with employees is a great
method of communication. These dashboards should
present key safety metrics, including WPV incidents,

but they must go beyond simple numbers. Providing

an analysis of the data helps employees understand
trends, areas of improvement and the impact of safety
measures. Effective analyses might include year-over-year
comparisons to identify progress, benchmarking against
industry standards to understand relative performance
and highlighting specific incident trends to pinpoint

areas needing immediate attention. By aligning this data
with the organization’s annual goals, you can effectively
“connect the dots” between individual actions and broader
outcomes, motivating staff to contribute to those goals.
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For example, the analysis can say “less than 3% of patients
initiate violence and of those less than 0.5% result in
physical violence. Of those, 90% occur in the ED between
10 a.m. and 8 p.m. These violent events typically occur
within the first hour of the patient’s visit; therefore, ED
staff should remain on high alert for agitation or aggression
during this timeframe.” Providing an analysis can help
readers interpret the data and demonstrates a commitment
to continuous improvement

Marketing and communication campaigns should use
various platforms to ensure messages reach all audiences
effectively. Newsletters, social media, blogs and public
service announcements all serve unique purposes.
Newsletters can be ideal for internal updates, social

media for real-time engagement, blogs for detailed safety
insights and public service announcements can help
educate the public. Internal newsletters provide a venue to
share data and talk about your achievements or areas that
you are working on. Social media content such as video
testimonials, infographics and quick safety tips works well
for raising awareness. Consistent communication across
these channels ensures safety remains a visible priority,
contributing to a supportive culture for preventing and

Addressing the rising threats in healthcare



10 Technology

Table 3. Security technologies and their basic purpose

Technology Basic purpose

CONTROL, restrict or limit access
or egress, electronic lockdown,
track access

MONITOR the environment

RESPOND with non-lethal means to
subdue individuals

Access control

Cameras
Conductive Energy
Devices (CEDs)

Duress buttons Communicate and alert individuals

Monitor the location and, if
needed, alert staff of the patient
exiting an area

Infant and pediatric
security systems

Respond with the force multiplier for
K9s security professions and assist with
explosives and contraband

Communicate the information to
a large audience with clear and
concise language

Mass communication

Monitor and detect the presence
of metal objects such as
knives and guns

Metal detectors

Monitor through centralized active
monitoring, detection, response and
management

Security
operations centers

Identify, analyze and mitigate

Threat intelligence :
9 potential threats

Control and monitor the flow of

Turnstiles . .
people entering and exiting areas

Monitor individuals entering

Visi
isitor management the facility
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Healthcare security technology has significantly advanced
over the past two decades to protect increasingly complex
and high-stakes environments.

Modern security cameras, once limited to passive
monitoring, now use Al-powered analytics to actively
enhance situational awareness. Features like appearance
search allow security teams to quickly locate individuals
based on physical attributes. Gun detection algorithms
can identify potential threats in real-time, enabling faster
responses to active shooter scenarios. Other innovations,
such as facial recognition and license plate recognition,
streamline identity verification and vehicle monitoring,
improving security for patients and staff.

Duress systems also have evolved to meet the needs of
dynamic healthcare environments, such as adding location
tracking capabilities to wearable devices, allowing security
teams to pinpoint the exact location of a distress signal in
real-time.

Stationary duress buttons provide instant alerts in high-
risk zones, while wearable and mobile devices offer discreet,
portable solutions for signaling distress in remote locations.
Meanwhile, access control systems now incorporate
biometrics, dual authentication and mobile credentials

to secure sensitive areas like pharmacies or behavioral
health units. Additional security measures, such as metal
detectors, tasers and K9 units, further help mitigate
physical threats, particularly in high-traffic facilities and
emergency departments.

Many advanced healthcare facilities have adopted a multi-
layered security approach, combining physical security
measures, technology and personnel training to enhance
both safety and operational efficiency. Larger healthcare
systems are increasingly implementing Security Operations
Centers as dashboards and real-time analytics to provide a
coordinated security strategy across healthcare campuses,
reflecting a shift toward proactive, technology-driven
security measures. To maximize the effectiveness of these
technologies, healthcare facilities should understand the
purpose of each tool.

Another way to look at a multi-layered approach is to
combine technologies. Modern security cameras, once
limited to passive monitoring, now use Al-powered
analytics to actively improve situational awareness.
Features like appearance search allow security teams to
quickly locate individuals based on physical attributes. Gun
detection algorithms can identify potential threats in real-
time, enabling faster responses to active shooter scenarios.

Addressing the rising threats in healthcare



Another effective approach to multi-layered security is
combining technologies. For example, cameras integrated
with Al capabilities such as facial recognition, appearance
search, weapons detection and unusual movement alerting
can significantly enhance security. Integrating metal
detectors with Al cameras or access control turnstiles with
metal detectors can further create comprehensive security
barriers.

Beyond these approaches, new technologies are emerging

Consider a facility that invests in an advanced access control
system. While the initial purchase and setup required
considerable capital, the system can reduce the need

for multiple security guards at entry points. Instead of
staffing multiple shifts, automated access control manages
entries and logs all activities, thereby reducing labor costs.
Additionally, these systems create reliable data logs, which
help in incident investigations—a task that can be prone to
human error when done manually. Over time, this approach

results in less operational expenditure and ensures that
protocols are consistently followed without the subjectivity
of human intervention

with innovative use cases. Visitor management systems
allow individuals to pre-register via mobile and use a QR
code for streamlined access. The systems also can use
RFID-enabled visitor badges or wristbands to grant access
to specific locations and track individuals’ movements
throughout the building, enhancing both security and visitor
convenience. Another emerging solution is conductive
stimulation gloves, which can safely subdue individuals
without injury while keeping both hands free.

Technology not only reduces costs, but
also delivers additional value, such as
consistency, efficiency and reliability.

A layered approach

A layered approach to healthcare WPV prevention is crucial for enhancing security and ensuring a fail-safe system in case
one measure is compromised. By integrating multiple security technologies, policies and cultural initiatives, healthcare
organizations can establish a robust defense that mitigates risks, improves situational awareness and fosters a culture
emphasizing de-escalation and early intervention.

Perimeter security serves as the first line of defense, incorporating turnstiles with credential readers, metal detectors and

K9 units to detect weapons and unauthorized individuals. Visitor Management Systems further regulate access by requiring
visitor check-ins, issuing temporary badges and tracking entries. These layers work together to prevent unauthorized access,
ensuring that security remains intact even if one component is compromised.

Technology-enhanced surveillance reinforces security, with Al-driven video cameras capable of detecting concealed weapons
and unusual behaviors. Integrated with access control, these systems enable automatic responses such as lockdowns or
security alerts. Infant protection systems enhance newborn safety through RFID tracking and controlled access, while duress
alarms and panic buttons offer staff a discreet means to summon help. This redundancy ensures continued protection even in
the event of a system failure.

Beyond physical security, fostering a strong culture of safety is essential. De-escalation training equips healthcare workers
with skills to manage aggressive situations, while employee safety surveys and incident reporting systems help identify
patterns and vulnerabilities. WPV risk assessments ensure security strategies adapt to emerging threats. Additionally,
security personnel and crisis response teams trained in trauma-informed care (TIC) and intervention tactics provide an
additional safeguard against WPV.

By layering these physical, technological and cultural elements, healthcare organizations strengthen security and ensure
continuous protection. This proactive, multi-faceted strategy moves beyond reactive measures, fostering a safer, more
resilient healthcare environment for patients, staff and visitors.

Figure 4. Sample layered security approach [Vizient]
Facility wide

« WPV plan and policies  Training (e.g., de-escalation/ TIC)  Security staffing

+ Incident reporting and data analysis + Committees and teams

—

+ Employee assistance program

—

Perimeter and exterior Interior entrance Interior department

+ Signage and wayfinding + Signage + Signage

+ Fencing + Turnstiles + Access control

+ MH/ LED lighting (1-10 fc) + Walk-through metal detectors + Cameras

+ Landscaping (2 feet/ 6 feet rule) * K9s + Panic buttons
» Access control + Patient protection systems
+ Security cameras + Tasers/ CED gloves

« Visitor and vendor management
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Conclusion

Addressing healthcare WPV requires a proactive, multi-faceted and layered strategy that combines both traditional and
innovative approaches. This paper presents advanced solutions to mitigate risks and foster a safer working environment.
By implementing comprehensive plans, using technology and fostering a culture that prioritizes the well-being of staff and
patients, healthcare facilities can make significant progress in reducing WPV incidents.

Over the next two decades, consistent risk assessments, targeted prevention strategies and effective response protocols
will remain essential. Advanced measures, such as rapid assessment and triage, data-driven analysis of WPV events and
innovative security technologies, are key to creating a safer and more efficient healthcare setting. Given the challenges
of limited staffing resources, a multi-layered approach is necessary to minimize costs, standardize processes and enhance
operational efficiency.

The path forward requires an unwavering commitment to safety, improved staff training and collaboration among healthcare
professionals, while integrating advanced tools that enable effective threat detection, mitigation and response. By investing in
these comprehensive strategies, healthcare organizations can create a secure environment where both staff and patients feel
protected, ensuring better care outcomes and an enhanced healthcare experience.
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